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AHHOTAIA KrroueBsbie cmoBa

B nocneonue 20 nem nabnrooaemcs sospacmarouiuii unme- Yenoseueckuii axmop, ungopma-
pec K 80npocam 4enosexa U COUUOOPLAHUIAUUOHHBIM NPO-  YUOHHAS 6e30NACHOCb, KYIbmMYypa
bnemam  ungopmayuontoti  besonacnocmu. Koueunvie ungopmayuonnoii Gesonacrocmu,
nonv3osament (CompyoHUKY 0P2aHUAUUL) NPUSHAIOMCA 6  COUUOOP2AHUSAUUOHHDIE U HCUXO-
Kauecmee cnabetiuiezo 36eHA N0 NPUHLUHe C60eli YAIBUMO- sozuYecKUe ACHeKmbl, NOAUMUKA
CIU 0 OMHOWEHUIO K MHO2OUUCTIEHHDIM Y2po3am 6e30nac- Ge3onacHocmu, yzposvi 6e3onacto-
nocmu. Ha amom done uccnedosarue nosedeHuss compyo- cmu, 0c6edoMaeHHOCb, XOIUCTIU-
HUK08 8 0071acmu UHPOPMAUUOHHOU 6e30nACHOCU cMa-  yecKuil n00x00

HOBUMCS HOB01L, NEPCHEKMUBHO U 6YPHO Pa3eusarouelics

00n1acmvi0 HAY4HO20 noucka. B nacmoswieii nyonuxayuu

npeocmaenenbl OCHOBHble HANPABNIEHUS UCCTIE008aHUT

COUUOOP2AHUBAUUOHHDIX U  NCUXOTIOZUMECKUX aCNeKN08

obecneueHuss UHHOPMAUUOHHOTI besonacHocmu. Paccmom-

PeHbl OCHOBHYIE YepO3bl UEIOCHOCMU U KOH(UOHUATb-

HOCHU UHMOPMAYUY OP2AHUSAUUL CO CHIOPOHDL HeloseHe-

CK020 paxmopa, npedcmasrneHvl Mepol NPOMUB00eticmeus

um. IIpednoxcen ananus nepcnekmus OanvHetiuiezo pazéu- Iloctymmna B pefaximo 25.04.2020
MUS 8 U3yHeHUU OAHHOL HAYHHOL NPobIeMbL. © MI'TY um. H.9. baymana, 2020

Beepgenne. TpaguiioHHO MHGOPMALMOHHYIO 6€30IIaCHOCTb PAacCMATPUBAIOT HPEUMY-
I[eCTBEHHO KaK TEXHIYECKYI0 IIpo6IeMy, U JIMIIb OTHOCUTE/IBHO HeJaBHO MCC/IefioBaTe-
JIV CTa/IM1 TIPU3HABATb, YTO ObecIedeHne NHGOPMALOHHOI 6€30I1aCHOCTY HEBO3MOYKHO
BHE PacCMOTPEHNs BCell MATUTPBI B3aVIMOJEICTBIUS MeX/Y TeXHOJIOTMYECKIM, OpTaHM-
3aI[IOHHBIM U TIOBefieHYecKuM acrekramu [1]. Ha aTom ¢oHe akTyanbHBIM CTaHOBUTCS
VI3ydeHMe 4YeloBeYecKoro Qakropa B obecredeHMM MHPOPMAIMOHHON 6e30I1acHOCTI
opranusaryy. Tak, 10 MEeTKOMY 3aMeYaHNIO M3BECTHOTO KpunTorpada u Creryanmcra B
obmacTy KoMIbIOTepHOIT 6e3omacHocTy bproca IlIHaitepa: «fI roBopro NMOTEHIATbHBIM
K/IMeHTaM, YTO MaTeMaTyKa HellOTPelyMa, KOMIIBIOTepPbl MOTYT OBITb B3/IOMAHBI, KaK 1
CeTy, a JIIOIY Y>KacCHbI CBOEN HelpeckasyeMoCThio. S [O/Iro 3aHMMaIcs peleHeM mpo-
671eM 3alMTI KOMIIBIOTEPOB U CeTell, HO 3TO He MPUOIM3IIO MeHs HI Ha JIIOVM K pellle-
HIIO ITPOO/IeMBI YenoBeka» [2, c. 149].

B 3TOM CMBIC/IE UMEHHO KOHEeUYHbIe IOJIb30BaTe/IM (COTPYAHUKM OpraHM3ALUN)
IPEACTAB/IAI0T C000IT LeHTp obecredeHNss MHGOPMALMOHHOI 6e3011aCHOCTI OpraHu-
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3anuu [3]. XoTs ycTaHOB/IEHHBIE TeXHWYECKNE CPefICTBA, COIEVICTBYIONIVEe KOMIIAaHNN
B 3alljTe L[eHHOV MH(OPMAIUM, OKa3bIBAIOTCS YCIIEUIHO BHEJPEHHBIMMY, aHAIOTIY-
HBIII yPOBEHb, OCHOBAHHBIII Ha 3all[YITe OT YeJI0BEYeCKOTO (aKTopa, MO-IPe>KHEMY He
npuMensiercs [4]. Bmecrte ¢ TeM 3HaHMS U TEXHUKU U3 00/IACTU KPUMMHOIOTUH, CO-
LMOJIOTUH, TIOBEeHYECKOM HayKM, IICUXOJIOTUM U Y€TI0BEYECKOV KOMMYHMUKANY MO-
IyT U NOJ/DKHBI UIPaTh 3[€Ch NOANEP>KMBAOLIYI0 PO/Ib HApaBHE C KOMIIbIOTEPHON
HAyKOJ1 U MHPOPMALMOHHBIMI TEXHOMTOTMMY, YTOObI TAPAaHTUPOBATDh O0jIee HafexX-
HYIO 3aII[UTy LIe/IOCTHOCTY U KOHPUAECHIMAIBHOCTY MHPOPMALVIL.

OcCHOBHbIe aCIIeKThI M3yYeHNs YelnoBeuyeckoro ¢akropa B MHGPOPMAIVOHHON
6esomacHOCTH OpraHM3anuy. Mo>XHO BBIIE/UTD C/IEAYIONINe HAIPaBIeHNs UCCIeNO-
BaHUIL: M3y4eHMe OCOOCHHOCTEl IMYHOCTY COTPYAHUKOB B MX IMPOEKIIMY Ha COBepIIIe-
HIMe KubepIrpecTyIieHuit [5]; ucronb3oBanme 1 OOHOB/IEHNE VMY aHTUBUPYCHBIX IPU-
JIO>KeHM! [6]; TOTOBHOCTD K pe3epBMUPOBAHMIO JAHHBIX [7] ¥ 3alyuTe KOPIOPATUBHO
cetn [8]. Vccnenytorcs moBefieH4eckue GakTOphI, OKa3bIBaIOIIMe BIVAHIE Ha COOIIO-
[leHVe COTPYAHMKAMM OpraHy3aluy MOMUTUK ee 6e3omacHocTu [9], n Hemopobaroliee
VICTIIO/Ib30BaHNe MMM MHQPOPMALMOHHBIX crcTeM [10]. AHamM3MpyeTcs 4eoBedecKuit
(baKTop KaK VIMEIOLIVI JIeJIO C IICUXOJIOTHEN Ye/TOBEKa, eT0 BHYTPEHHEN MOTMBALIMEN,
obpa3oBaHMeM U Pa3IMYHBIMU COLMAIBHBIMYU aCIIeKTaMI B CBOEM CTPEM/IEHNN 0OBsIC-
HUTBD, II0YeMY HEKOTOpbIe COTPYIHUKY O0jiee CKIIOHHBI OBITh «B3/IOMAaHHBIMI» M OKa-
3bIBAThCS >KePTBAMY KP)XXJ IMYHBIX ¥ KOPIIOPATUBHBIX JaHHBIX [11].

JpyruM MHTepecHBIM HaIlpaB/IeHVeM VICC/IEIOBAaHMII CTAHOBUTCS aHA/IN3 OCOOEHHO-
CTell BOCHPUATAA COTPYAHUKOB KaK K/II0YEBOTO 3B€HA B IOHMMAHMY MX IICVXOJIOTIYe-
CKUX YCTaHOBOK, HaMepPeHMII U Toc/enyomero nosefenys [12]. Ipu aToM peMoHCTpu-
PYeTcs, 4TO aKTya/lIbHOE IIOBEfIEHME COTPYIHMKOB MOXKET 3HAYUTE/IbHO OTK/IOHATHCA OT
IeKIapUpyeMBbIX VIMI HaMepeHWII, YTO IPEfCTaB/IsAeT PeIbHYI0 OIIACHOCTD I MHpOp-
MAIMOHHOI 6e3omacHoCTy opranmsanym [13]. B aToM cydae Ipu4mHOI yTedKy 4dyB-
CTBUTE/IbHOM MHQOPMAIMM MOTYT OKa3aTbCsl He3JIOHAMepEeHHbIe 1/VIN CITydaiiHble Jiei-
CTBUA COTPYRHMKOB, TaKVe KaK ITaCCUBHOE HeCOOMIOIeH e VMM IIPYHATBIX Ha IIPeAIIpy-
ATUY TIOMUTYUK O€30MIacHOCTY, GaHa/IbHAA JIEHb WM XKe OTCYTCTBME JOJ/DKHOV MOTUBA-
v [14]. TlpyknagHoI 3a/jaueil B 3TOM CIIy4ae CTAHOBUTCS MOUCK 9P PEKTUBHBIX METO-
OB IIOBBILIEHNMST BOCIIPUMMMYMBOCTY COTPYAHMKOB K IpobreMaM MH(OPMAIIOHHOM
6€30I1aCHOCTI, KOTOPBIe TIOOLIPsIINA OBl VX B IPUHATUN COOTBETCTBYIOIVX TEXHMIK, yBe-
NMYUBAIOLINX UX JKeTaHMe COOIoaTh MpaBmia 6e30IacHOCT Ha mpenpysitun [15].

Haubonee n3BecTHBIM acIIeKTOM 4Ye0Be4eCKOro GpakTopa IMpoJoIKAeT OCTaBaTh-
cs1 mpobeMa M3ydeHMsl MHCAePCKoit yrposel [16]. Tak, cormacHo MIMPOKO M3BECT-
HBIM CTaTVICTUYECKMM JaHHBIM, 6ojee 75 % Cily4aeB HapylleHUIl B paboTe CUCTEMBI
6e30I1aCHOCTY OpTaHM3aLMY SABJISIIOTCS Pe3y/IbTaTOM MHCAAEPCKOIl AesATeNbHOCTH.
B arom cmbic/ie Benmyaiimas yrposa MHGOPMAIVMOHHOI 6e30IIaCHOCTY HAXORUTCSA
He 3a Ipefie/laMy IlepuMeTpa 0e30IaCHOCTM (37IOYMBIIIIEHHUKY U IpUMeHseMble
MM BPeJJOHOCHBIE IPOTPAMMBI 1 KOJIbI), HO CKOpee B OeCIeYHbIX 1/WI OTKPOBEHHO
3JIOHAMEPEHHBIX [EMCTBUAX BHYTPEHHUX IIOJIb30BaTeNlel], TAKMUX KaK COTPYLHUKU
U/VNM [ApyTye HOBepUTENIbHbIE YYaCTHMKM C JIETKUM JOCTYIOM K pecypcaM MHpOp-
Mauym npepnpusaTus [17]. [Ipyroe HampasjeHue UCCIefOBaHMII obpalaeTcs K yrpo-
3aM u3BHe. B yacTHOCTHM, OTMeYaeTcs1, 4YTO TeXHOIOTUY 06e30I1aCHOCTY MOTYT OBITH Oe3
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TPyZAa IPeofoIeHbl IIPY aTaKe HEellOATOTOBIEHHOTO U HAaMBHOTO II0/Ib30BaTeNA C UC-
II0JIb30BaHMEM TEXHMK COLMANbHOV MHXeHepun [18].

ViccnepoBaTeny oOpaIaloTcs TakKe K TEOPYAM U OObACHUTEIBHBIM IIPUHIUIIAM
Y3 MHO)XeCTBa Hay4HBIX ob/acTeit (cM. Tabmuiy).

CBopHasA TabmuIa TeOPNil, AfaNTMPOBAHHBIX B MCCIETOBAHIAX MOBETECHU
COTPYRHMKOB B 067acTi MH(POpMaIOHHOI 6e30IaCHOCTH

Theory)

MALIMOHHOI 6€30I1aCHOCTI

OmnucsiBaeMblie I/[H/:[I/[BI/[}IyaHI)HbIe KOTHUTUB- CchlKn
Teopernyeckoe
HbI€ ITPOLIECCHI B X BIIMIAHUN Ha peJIeBaHTHbIE
OCHOBaHIE
Ha ]/IHqJOpMaLU/IOHHyK) 6€30IacHOCTh nccnegoBaHmAa

Teopus conyanbHOTO JIvaHast yBepeHHOCTD B HaBbIKax Gesomac- | Bandura (1977);
Hayuenns (Social Learning |Hoctyt (camoacddexTnBHOCTD) MOXKeT ObITh | Warkentin ¢ xore-
Theory) yCIIeHa 3a cYeT CUTYalMOHHON Hoamep>xky | ravu (2011)
Teopust coryanbHbIX cBsA3ell| Bocrpusitue muyHoCcThI0 cBsA3Y ¢ Komteramu | Hirschi (1964);
u popcrBa (Social Bonding | MmoTuBupyer cobnropenne npasui uadop- | Ifinedo (2014)

Teopust opraHM3aLOHHOM
HECIIPABEI/INBOCTI
(Organizational Injustice)

JInanHoe Y6C)KI[6HI/IC KacaTe€/IbHO HECIIpaBeN-
JIMBOCTN B OpTaHM3alyN IIpU IIEPEKVBAHUN
HEYBEPEHHOCTU B CTWIE YIIPABJIEHNA BENET K
HapyHIEHNIO AUCHUTUIVHBI 6€e30macHOCTH

Posey et al. (2011)

Teopus kmmara nHPOP-
MallIOHHOJI 6€30MacHOCTI
(Information Security Cli-
mate)

ITpepcTaBeHNst TUIHOCTI, IIOJIyYeHHbIE B
pesyibTaTe HaOMIOEHNS 0COOEHHOCTeIt
cpefbl 6e30IIacHOCTY (HarpyuMep, eiiCTBUA
KOJUIET ¥ Ha4a/IbCTBA 110 OTHOLIEHNIO

K MOfifiePXKAaHNI0 CAMOAVICLIVIUIVHBL),
MOTHUBMPYIOT COOMIOfieHIe TPeOOBaHMIT
6e30IacHOCTH

Chan et al. (2005);
Goo et al. (2014);
Jaafar, Ajis (2013)

O61ast Teopus fedpopma-
uymu (General Strains Theo-
)

Pabounit cTpecc 1 BOCIpUsTIE OpPraHu3a-
LIVIOHHOJ1 HeCIIPaBe/IMBOCTY MOTUBYPYIOT
COTPY[HMKOB Ha HapyIIEHN: 10 OTHOILe-
HIIO K COO/TIOfIeHII0 Mep 6e30I1acHOCTI

Agnew (2001); Dang
(2014)

Theory)

HPUHATHIO (VUIV HETIPVHATHIO) CPENICTB
IIPOTVBOJIEICTBIUSA YTPOo3aM MHPOPMAIMOH-
HOJT 6e30I1aCHOCTY OpraHyM3aLuy

Teopus sarmannpoBanHoro | Jlropu o6pabareiBatoT nH(OpMaryio 1 ote- | Ajzen (2011)
noseznenust (Theory of HUBAIOT CBOIO 3(p(peKTMBHOCTD 110 OTHOLIIE-
Planned Behavior) HJIO K KOHTPOJIIO HaJi CBOVM ITOBEIIEHNUEM,

4TO (Ie)MOTUBUPYeT UX B KOHEYHOM UTOTe K

NPUHATHUIO IIPaBII 6€30I1aCHOCTH
Teopus motvBarmy 3any- | JIo[y OLlEHMBAIOT YTPO3bI 1 KOHTPMEPHI, Dang-Pham, Pit-
oI (Protection Motivation |4To MOTHBMpYeET X K CBOEBPEMEHHOMY tayachawan (2015)

O61iast Teopust CaepK1Ba-
uus (General Deterrence
Theory)

JTromm MMEIOT NPeNCTaBIeHNs O HOIUTUKAX
6€30MacHOCTH 1 Mepax HAKa3aHMs, YTO /M-
1I2€T UX HAMEPEHUsI HapYIIaTh IpaBuia
6e30ImacHOCTI

D’Arcy, Hovav
(2008); D’Arcy,
Hovav, Galletta
(2009); Straub (1990)
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Tak, Jermap IlItpay6 [19], uccnenys crenens, ¢ KOTOPOIL CYPOBOCTb M HEOTBpa-
TYMOCTb HaKa3aHUA MOXKET BIMATDb Ha IPECTYIUIEHNA B 00/1aCTV BBICOKMX TEXHOJIO-
ruii, obpamaeTcss K KpUMMHOJIOTUM M IIOCTY/IaTaM Meopuu 00uiezo coepimusanus
(Theory of General Deterrence). IIpuMeHNMOII OKa3bIBAETCA U MeEOPUS KOMNEHCAUUU
puckos (Risk Compensation Theory), cornmacHo koTopoii npefonaraeTcs, 4To AN
CKJIOHHBI COBEpIIATb MeHee IPeyCMOTPUTE/IbHbIE Ie/ICTBNA, KOTAa YyBCTBYIOT ce0s
Ooree samMINEeHHBIMU. TaK, NEMOHCTPUPYETCS, YTO BOCIPUATHE COTPYSHUKOM
Oo7IbLIIelt 3aUIeHHOCTH (HallpyuMep, PV HAIMYIUY YCTaHOB/IEHHOI Ha ero paboumii
KOMIIBIOTEP aHTUBUPYCHOII IIPOTPaMMBbI) BefleT K €r0 MEeHbIIIEMY HaMepPeHMII0 COO/IIo-
JaTb NpaBWIa ¥ IIPOLEAYpPbI, MpeAIICaHHble MOUTUKON MH(POPMALMOHHON 6e3-
OIIACHOCTY OpraHusanuy (He MOCEIaTb COMHNUTEbHbIE IHTEPHET-PECYPCHI, He MPO-
XOJMUTD IO CCBUIKAM B 97IEKTPOHHBIX MICbMaX, IIOMTYIeHHBIX OT HEM3BECTHBIX OTIIPa-
BuUTeENEN, U T. I1.) [20].

Meppwin BapkeHTuMH ¢ Koteramu [21], MCHONB3ysA meopuio couuanvHozo
Hayuenuss (Social Learning Theory) Anbbepra Baupypsl, yTBep>kKmaloT, 4To ca-
M09 deKTUBHOCTD COTPYAHMKOB B peann3anuy 3asad 6e30macHOCTI MOXeT OBITh
yIydllleHa IIpY HIMYUM CUTYAIVOHHON IOAAEPXKM (JOCTYIHOCTM IOMOILIM KOJI-
JIET ¥ HaJIM4VsA CONYTCTBYIOLIMX MaTepuaaoB), KOMMYHVKAIVIOHHOTO BO3Je/CTBUS
(HanmMuusA peleBaHTHBIX MHCTPYKINIL M 0OpaTHOI CBsA3M), BepOaIbHOTO yOeXKIeHN,
OTIOCPEe[JOBAHHOTO OIBITOM, IPMOOPETeHHBIM IIOCPEACTBOM HabmogeHns 3a pabo-
Toit Ko/uter. HakoHern, o6pamiasice kK o61eit Teopun fepopmanuu (General Strains
Theory), uccnenoBarenu JeMOHCTPUPYIOT, YTO pabOUMIT CTPECC ¥ BOCHPUATHE He-
CIIpaBeIMBOCTY B OpraHu3anuy QyHKIMOHNPOBAHMS IPEAIPUATAS U B PeLIeHUAX
€ro PyKOBOJCTBAa MOTMBMPYIOT COTPYAHNMKA Ha HAPYIIEHVs JUCLMIUINHBL U IPaBUI
6esomnacHoctu [22].

OcHOBHbBIE MepbI IPOTUBOMEICTBUA yrpo3aM MHGPOPMAIVOHHON (e30macHo-
CTH OPTaHM3ALMY CO CTOPOHBI YeT0Be4eCcKOro ¢akropa. Mepsl IpOTHUBOAEIICTBNS,
IpejIaraeMble MCCIeOBATE/NAMI, B 001eM CTydae BK/IIOYAIOT TPY OCHOBHBIX CJIOS:

1) TEXHOIOTUM ¥ TEXHUKII;

2) HONMUTUKK Y TIPAKTUKY;

3) obpasoBaHue 1 obydeHne.

ITpu 3TOM MOTYT OBITD 3a/1e/ICTBOBAHBI C/IEAYIOLIIE YEThIPe IIPEBEHTUBHbIE MEPHI:

1) meHeTpalMOHHBIE TECTHI C MCIIO/Nb30BAHMEM TEXHOJIOTMIT U TEXHUK BCe TOI
Ke cOLManbHON MH)XeHepun (B JaHHOM acIleKTe HOCsIell HeCKOMbKO 6osee MO31-
TUBHO-OKpallleHHOe Ha3BaHMe — amuunuili 63n10m (Ethical Hacking)) mna Borasie-
HMsA Opeleit ¥ mpo6ieM B YpOBHE OCBEJOM/ICHHOCTY OT/Ie/IbHBIX COTPYAHMKOB Op-
raHM3aLny;

2) IICUXOJIOTMYECKYe OLJeHOYHbIE TeCThI I/IsI MOHUTOPYHIA COTPYIHUKOB OpPTaHu-
3aIMM C LIeJIbI0 OTIPee/IeHNs HAIMYNMA WM OTCYTCTBUA Y HUX NPEANOChUIOK K OCy-
I[eCTB/ICHUIO MHCANIePCKOIL AesATeNbHOCTH;

3) CKpMHMHT 6€30TIaCHOCTY, BKIIOYAIOLINII B ce6s1 MpoBepKy OaKrpayHza u 6mo-
rpaduuecKux HaHHBIX COTPYAHMKOB, X MOTUBALINIO, I AP.;
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4) mpaBOBbIe U OpTaHM3ALMOHHbIE METObI, BKIIOYAIOIIVIe YCTAaHOB/IEHNE KaK I10-
JINTUK U PYKOBOJZCTB, TaK M CAaHKIIMII 32 UX HeCOOIofieH e,

PexoMeHpIyeMble MHTEPBEHIN /I pellleHys Ipo0/IeMbl pa3pbiBa MEX/y 3HaHMU-
eM 1 IOBeleHNeM COTPYSHMKOB B cdepe MHPOPMAIMOHHOI 0€30I1aCHOCTH, B CBOIO
o4epenb, BKIIIOYAOT:

1) Hakasanus [23];

2) MHCTPYKIVIM IO CUTYAI[IOHHOI 3TUKe [24];

3) noBbIIIEHNE YPOBHS OCBEJOMIEHHOCTH [5].

ITenecoob6pasHo TaKKe ycwIeHMe Mpolefyp 6e30IMacHOCTH, afipeCOBaHHbBIX CUTY-
alMOHHBIM (aKTOpaM, TaKMM KaK COKpallleHle TPYAOBOIl Harpys3Ku, YTOObI COTPYA-
HVIKVI VIMeJI HeOOXOAMMBbIe UM BpPeMEHHBIE VI 9HepPreTYecKyie pecypchl s BHefpe-
HVsI TIPEAIVICAaHHBIX IPOLeAyp MOBBIIIEHNS KaueCTBa MOIUTUK 0e30IaCHOCTH; YCU-
JIeHJe CTeIIeH! BHYTPEHHeJ COITIACOBAaHHOCTY MEXJY Lie/lAMHU 0e30IacHOCTY Opra-
HU3AL[UU U ee TIPaKTuKamu [25].

Ocoby10 3HaYMMOCTh IpUOOpPeTaeT KOMIUIEKCHOe obydeHMe M MHPOPMUPOBaA-
Hle COTPYHMKOB OPTaHU3alNN, MaTEPUATU3YIOLMXCS B Y4eOHBIX KypCcax, IPaKTH-
YeCKUX CeMMHapax, IPe3eHTalUsX, TOCBSIIIeHHBIX 0e30MacCHOCTI TOCeeHNs MH-
TEpHET-PeCypCcoOB ¥ WCIIOIb30BAHUSI KOPIIOPATUBHBIX 3/ME€KTPOHHBIX ITOYTOBBIX
SIIVIKOB, TIPU COMEVICTBIMY MOTUBMPYIOLINX TOCTEPOB, IIPeIMETOB KaHIIeIspun, po-
JIEBBIX UTP M T. IL. [26].

B ob1iem cydae KOMOMHALMS IPOLEAYPHOTO U TEXHUYECKOTO KOHTPOJISL CIYXKUT
VIMIIEPATMBOM B yIIpaBIeHNN MHPOPMALMOHHOI 6e30mmacHOCThI0 opranmsanym. O6-
MeH MHQpOpMauueil MeXx/y COTPyAHUKAMH, ITIOCPEJHIIECTBO (pas/IMyHble TPEHVHIO-
Bble METOfbI) M KOOIepalyisi — BOT TPU OCHOBHBIE COCTABIISIOLINE YBETMIEHS
YPOBHS OCBeJOM/IEHHOCTH, ITO3UTUBHO BIMSIONIE HA YCTAHOBKM, HAMEPEHNUs 1 KO-
HeYHOe IIOBeJleHNe COTPYIHMKOB B 00/1acTy MH(GOPMAIMOHHOI 6e30IIaCHOCTI Opra-
Husanum [27].

IlepceKTUBBI FATbHEMIMINX MCCIETOBAHUIT YeTOBEYeCKOTO (PaKTOpa B WUH-
dopManoHHOII 6e30IaCHOCTY OPraHM3aNUN. AKTYa/IbHOCTDb ¥ 3HAUMMOCTb M3y4de-
HUST COL[MOOPTaHU3AIMOHHbBIX U MICUXOOTMYECKUX ACIIEKTOB obecriedennst MHPOP-
MAI[MIOHHOJ 6e30MacHOCTU OyIeT COXPaHATbCS M JjaKe YCMIMBATBCS BOIIPEKM BCe
0ojlee YCIIETHOMY BHEIPEHMIO TEXHOJIOTUIA, Y>KEeCTOYEHUIO 3aKOHONATENbCTBA, CO-
BepIIEeHCTBOBAHNIO BHYTPEHHUX TPYHLOBbBIX aKTOB 1 IOMUTHK 0€30I1aCHOCTY Ha IIpef-
npusatusax. CospgaHne CyOKyIbTypsl MHPOPMAIMOHHOI 6e30macHOCTM B Oyayiiem
MOXXET SIBUTBCA K/TIOUOM K YIIPAB/ICHUIO Ye/I0BeYeCKUM (PaKTOPOM, IIPU 9TOM COOJIIO-
[ieHVe COTPYRHUKAMM BCeX IPEeIIMCaHHbIX IPAaBII MO-IPEXKHEMY OyfieT BbI3bIBATh
03a004YeHHOCTb PYKOBOAMTENEl OpraHu3anuil. TUIM4HbIe CIIOCOObI KOHTPOJIS, MC-
HO/Ib3yeMble IS CTUMY/IMPOBAaHUA Oe30IIaCHOIO IOBEJEHNUSA COTPYJHMKOB, HEW3-
MEHHO OYIyT BK/IIOYATh IIPOrPaMMBbl Pa3BUTHA OCBEJOM/IEHHOCTH, pa3paboTKy sCHBIX
Y COI/IACOBAHHBIX TOMMUTUK MHPOPMALMOHHOI 6€30MaCHOCTI, IPYMEHEHVE PA3/TNY-
HBIX METOJ[OB CHIeP>KMBaHUSI.
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JIna pemennsa mpo6neM MHGOPMAIMOHHON 6€30MacHOCTY OPTaHM3aALVM OT HAyKI
Y HPAaKTUKYM IOTpeOyeTcss HMPUHATHE LEJIOCTHOTO (XOMMCTUYECKOro) mopxopa [28],
BK/TIOYAIOIIEr0 TOMUMO IIPOYEro aHA/IM3 YCTAHOBOK, YOEXMIeHWif, CyObeKTHBHBIX
HOPM, IIOBEJICHYECKVX IIaTTEPHOB COTPYAHUKOB. [Tomo6HbI monxon OypeT mpusBaH
aHAIM3MPOBATh B3AMMOCBSA3Y MEX/Y TIObMM, TEXHOMOTHAMY 1 paboyelt cpefioit, Ipu-
BJIEKas /I STOTO PeIeBaHTHbIEe 3HAHMA U3 00/IaCTY IICHXOJIOTVM, COLVIONOTHM, Me-
He/PKMEHTA U MHOYKECTBA IPYIUX HAyK COIMOTYMAaHUTAPHOTO CKIAfA.

BriBogpl. besomacHoe yrpasieHye nHPOPMAIVIOHHBIMY CHCTEMaMI IIPOJIOTKAET
COXpaHATDH pellaollee 3HaYeHMe /1A GMHAHCOBOTO M PEIyTaIlMOHHOTO 6/1aromnosmy-
9y IpefupuATHA. VI XoTA OONBIIMHCTBO OPraHM3AIMil JaBHO U YCIIENIHO VCIIONb-
3yI0T pe/ieBaHTHbBIE 3ajjade TeXHOJIOTUM, IpobieMa obecredeHnsa MHGOPMALMOHHOM
6€30IT1aCHOCTYL CTOUT BCE CTOJIb YK€ OCTPO II0 MIPUYMHE BIVMAHNA YelT0BeYecKoro dax-
topa. Kak crefcTBue, 0671acTh M3y4eHNA MOBeNEeHYECKIX aCIIeKTOB OyIeT OCTaBaThCA
aKTya/lIbHOJI U BCe TaK >Ke IIPUBJIEKATh IIOBBIIIEHHBIN NHTepeC K U3YYEHNIO U VIMIIIe-
MEHTaIM MeTofi0B 3 eKTUBHOrO yIpaBieHNsA NHPOPMAIVOHHOI 6€30I1aCHOCTbIO
OpTraHM3aINNL.
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Abstract

Over the past 20 years, there has been an increasing
interest in human issues and the socio-organizational
problems of information security. End users (organiza-
tion employees) are recognized as the weakest link be-
cause of their vulnerability to numerous security threats.
Against this background, the study of employee behavior
in the field of information security is becoming a new,
promising and rapidly developing area of scientific re-
search. This publication presents the main directions of
research on the socio-organizational and psychological
aspects of ensuring information security. The paper con-
siders the main threats to the integrity and confidentiali-
ty of the organization’s information on the part of the
human factor, presents countermeasures. An analysis of
the prospects for further development in the study of this
scientific problem is proposed.

Keywords

Human factor, information securi-
ty, information security culture,
socio-organizational and psycholog-
ical aspects, security policy, security
threats, awareness, holistic ap-
proach

Received 25.04.2020
© Bauman Moscow State Technical
University, 2020

References

(1]

(2]

(3]

(4]

(5]

(6]

Furnell S., Clarke N. Power to the people? The evolving recognition of human aspects of
security. Comput. Secur., 2012, vol. 31, no. 8, pp. 983-988. DOI: https://doi.org/10.1016/
j.cose.2012.08.004

Schneier B. Secrets and lies: digital security in a networked world. Wiley, 2015.
Padayachee K. Taxonomy of compliant information security behavior. Comput. Secur.,,
2012, vol. 31, no. 5, pp. 673-680. DOL: https://doi.org/10.1016/j.cose.2012.04.004

Gudaitis T.M. The missing link in information security: three dimensional profiling. Cy-
berpsychol. Behav. Soc. Netw., 1998, vol. 1, no. 4, pp. 321-340. DOL https://doi.org/
10.1089/cpb.1998.1.321

Straub D.W., Nance W.D. Discovering and disciplining computer abuse in organizations:
a field study. Manag. Inf. Syst. Q., 1990, vol. 14, no. 1, pp. 45-60. DOL: https://doi.org/
10.2307/249307

Lee Y., Larsen K.R.T. Threat or coping appraisal: determinants of SMB executives’ deci-
sion to adopt anti-malware software. Eur. J. Inf. Syst., 2009, vol. 18, no. 2, pp. 177-187.
DOI: https://doi.org/10.1057/ejis.2009.11

Politechnical student journal. 2020. no. 04 9



A.V. Vanin, A.V. Marchenko

[7] Crossler R.E. Protection motivation theory: understanding determinants to backing up
personal data. 43 Hawaii Int. Conf. Syst. Sci, 2010. DOL https://doi.org/10.1109/
HICSS.2010.311

[8] Woon I, Tan G.-W., Low R. A protection motivation theory approach to home wireless
security. ICIS, 2005. aisel.aisnet.org: website. URL: https://aisel.aisnet.org/cgi/ viewcon-
tent.cgi?article=1237&context=icis2005 (zata obparenns: 15.01.2020).

[9] Bulgurcu B., Cavusoglu H., Benbasat I. Information security policy compliance: an em-
pirical study of rationality-based beliefs and information security awareness. Manag. Inf.
Syst. Q., 2010, vol. 34, no. 3, pp. 523-548. DOI: https://doi.org/10.2307/25750690

[10] D’Arcy J., Hovav A., Galletta D. User awareness of security countermeasures and its im-
pact on information systems misuse: a deterrence approach. Inf. Syst. Res., 2009, vol. 20,
no. 1, pp. 79-98. DOLI: https://doi.org/10.1287/isre.1070.0160

[11] Kabay M. Social Psychology holds lessons for security experts. The Risks Digest, 1993,
vol. 15, no. 16, p. 33.

[12] Crossler R.E., Johnston A.C., Lowry P.B., et al. Future directions for behavioral infor-
mation security research. Comput. Secur., 2013, vol. 32, pp. 90-101. DOI: https://doi.org/
10.1016/j.cose.2012.09.010

[13] Guo K., Yuan Y., Archer N, et al. Understanding nonmalicious security violations in the
workplace: a composite behavior model. J. Inf. Technol. Manag., 2011, vol. 28, no. 2,
pp. 203-236. DOL: https://doi.org/10.2753/MIS0742-1222280208

[14] Rhee H.-S., Kim C., Ryu Y.U. Self-efficacy in information security: its influence on end
users’ information security practice behavior. Comput. Secur., 2009, vol. 28, no. 8,
pp. 816-826. DOL: https://doi.org/10.1016/j.cose.2009.05.008

[15] Huang D.-L., Rau P.-L.P., Salvendy G., et al. Factors affecting perception of information
security and their impacts on IT adoption and security practices. Int. J. Hum. Comput.
Stud., 2011, vol. 69, no. 12, pp. 870-883. DOL: https://doi.org/10.1016/j.ijhcs.2011.07.007

[16] Schultz E.E. A framework for understanding and predicting insider attacks. Comput. Secur.,
2002, vol. 21, no. 6, pp. 526-531. DOL: https://doi.org/10.1016/S0167-4048(02)01009-X

[17] Posey C., Bennett R.J., Roberts T.L. Understanding the mindset of the abusive insider: an
examination of insiders’ causal reasoning following internal security changes. Comput. Se-
cur., 2011, vol. 30, no. 6-7, pp. 486-497. DOL: https://doi.org/10.1016/ j.cose.2011.05.002

[18] Lineberry S. The human element: the weakest link in information security. JOFA, 2007,
vol. 204, no. 5, p. 44.

[19] Straub D.W. Effective IS security: an empirical study. Inf. Syst. Res., 1990, vol. 1, no. 3,
pp. 255-276. DOL: https://doi.org/10.1287/isre.1.3.255

[20] Zhang J., Reithel B.J., Li H. Impact of perceived technical protection on security behav-
iors. Inform. Manag. Comp. Sec., 2009, vol. 17, no. 4, pp. 330-340. DOI: https://doi.org/
10.1108/09685220910993980

[21] Warkentin M., Johnston A.C., Shropshire J. The influence of the informal social learning
environment on information privacy policy compliance efficacy and intention. Eur. J. Inf.
Syst., 2011, vol. 20, no. 3, pp. 267-284. DOL https://doi.org/10.1057/ejis.2010.72

[22] Dang D. Predicting insider’s malicious security behaviours: a General Strain Theory-
based conceptual model. Conf-IRM, 2014, p. 1-11.

[23] Straub D.W., Welke R.J. Coping with systems risk: security planning models for
management decision making. Manag. Inf. Syst. Q., 1998, vol. 22, no. 4, pp. 441-469.
DOI: https://doi.org/10.2307/249551

10 Politechnical student journal. 2020. no. 04



The human factor in the information security of an organization: areas of research ...

[24] Kurland N.B. Ethical intentions and the theories of reasoned action and planned behav-
ior. J. Appl. Soc. Psychol., 1995, vol. 25, no. 4, pp. 297-313. DOI: https://doi.org/
10.1111/j.1559-1816.1995.tb02393.x

[25] Debar H., Viinikka J. Security information management as an outsourced service. Inform.
Manag. Comp. Sec., 2006, vol. 14, no. 5, pp. 417-435.

[26] Albrechtsen E., Hovden J. Improving information security awareness and behaviour
through dialogue, participation and collective reflection. An intervention study. Comput.
Secur., 2010, vol. 29, no. 4, pp. 432-445. DOI: https://doi.org/10.1016/j.cose.2009.12.005

[27] Feledi D., Fenz S., Lechner L. Toward web-based information security knowledge sharing.
Inform. Sec. Tech. Rep., 2013, vol. 17, no. 4, pp. 199-209. DOI: https://doi.org/10.1016/
j.istr.2013.03.004

[28] Soomro Z.A., Shah M.H., Ahmed J. Information security management needs more holis-
tic approach. Int. J. Inf. Manage., 2016, vol. 36, no. 2, pp. 215-225. DOL https://doi.org/
10.1016/j.ijinfomgt.2015.11.009

Vanin A.V. — Student, Department of Information Security, Bauman Moscow State
Technical University, Moscow, Russian Federation.

Marchenko A.V. — Student, Department of Information Security, Bauman Moscow
State Technical University, Moscow, Russian Federation.

Scientific advisor — Tsirlov V.L., Cand. Sc. (Eng.), Assoc. Professor, Department of
Information Security, Bauman Moscow State Technical University, Moscow, Russian
Federation.

Please cite this article in English as:

Vanin A.V., Marchenko A.V. The human factor in the information security of an organiza-
tion: areas of research, countermeasures, prospects for study. Politekhnicheskiy molodezhnyy
zhurnal [Politechnical student journal], 2020, no. 04(45). http://dx.doi.org/ 10.18698/2541-8009-
2020-04-601.html (in Russ.).

Politechnical student journal. 2020. no. 04 11



